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TYPES OF
PENTEST



TEST TYPES

Vulnerability Scan

Penetration Test

Targeted or Tailored Test

Red Team

Purple Team
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PRE-ENGAGEMENT



BEFORE WHY

Why are you hiring a testing firm?

Do you have a compliance reason?
Do you have a specific threat?

This will help you answer specifically what you are buying in the end 
and what you do with the results
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BEFORE HOW

How will you respond to the output?

Every report will recommend fixes
How will you identify areas to improve your detection or response?
Consider setting easy flags for post analysis
How are you planning for that extra work?
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BEFORE WHAT

Tell us as much as you know, and then some more

Know your test team – communicate with them and teach them
Decide your scope – critical items and what your focus is
Gather important info – critical and fragile systems
Consider complexity – the more tests, the harder to manage
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GAME ON



DURING TESTING

Play your role

Be around
Are we playing defense?
Communicate on an agreed upon basis
Know your response for any surprises
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DURING TESTING

Use the offense

Ask for clarification if you need it
Check for indicators live
Consider nuances to your current process
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DURING TESTING

On your side

Keep the end information in mind
Avoid the blame game
Careful making changes
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AFTER TESTING



DELIVERABLES

Where you get what you paid for and prepped for

Report
Presentation brief
Face to face feedback (take advantage)
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AFTER REPORT

Further information and next round

How do you plan verification of your improvements?
Can you clarify any questions?
What if you’re “good”?
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AFTER REPORT

What do you do with what you bought?

What’s your plan to handle remediation?
Prioritization is a balance between ease and impact
Always be looking toward the future
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QUESTIONS?



Questions?
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