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But what | do have are a very
particular set of skills, skills | have

acquired over a very long career

¢ Tim Medin
& Red Siege - Founder
& SANS Instructor
& Pen Tester
& Network Engineer
& Software Developer
& Blogger

® @timmedin

& tim@redsiege.com

Code: Slides:
https:// github.com' nidenm/ kerberoast https:// redsiege.cont kerberoastslides
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Definition: Kerberos

1. Protocol used for Authentication in a Windows
domain

& There is a slight bastardization done with MS
Kerberos as compared to the MIT Kerberos

2. Three headed dog who guards the entrance to
the underworld

& Prevents the dead from escaping and the living
from entering (seems fitting)
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Overview

® Crack passwords for remote service accounts
...Without sending a single packet to the service
...As any user
...Without local admin

...Offline cracking! (No failed logins)

® Rewrite tickets to escalate permissions
& Impersonate any user

® Pretend to be in any group
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Crack Passwords - Demo

® Find service accounts
setspn -T DOMAINNAME -F -Q */*
¢ ldentify user accounts; ignore computer accounts

® Request tickets

PS C:\> Add-Type -AssemblyName System.IdentityModel

PS C:\> New-Object System.IdentityModel.Tokens.
KerberosRequestorSecurityToken -ArgumentList
"HTTP/web0l.medin.local"

® Extract tickets from RAM with Mimikatz

mimikatz # kerberos::list /export

® Use tickets to offline crack remote service credentials
tgsrepcarck.py worldlist.txt *.kirbi
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When to use this attack

o Full Domain .
& This is NOT the Compromise 09" Tkt
Golden Ticket attack i
(7))
- )
& It does NOT require Q
full compromise of fc_i
the Windows @
. >
domain 3 Ticket Rewriting
Kerberoast Mimikatz
@ All you do need a Initial
: \ —— KerberoastCracking
single compromised Compromise
system

No Access
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Why it works

® Kerberos uses shared secrets for authentication

® In a Windows domain there is only one
& NTLM Hash

® The password hash is used to encrypt
everything in MS Kerberos
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How Kerberos Authentication Works

& Before you can authenticate to anything you
need a Ticket Granting Ticket (TGT)

& TGT is only used with the KDC

I'm Tim, and | need to | can decrypt your
authenticate to something. Here communication using
IS a request encrypted using my your NTLM hash. Here is

password hash a TGT encrypted with

your NTLM Hash

KDC
Key Distribution Center

(Windows Domain Controller)
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Authenticating to a Service

® TGT is used to request a ticket for a service

& This is where the Golden Ticket attack rewrites the TGT

| need to authenticate to a
service via Kerberos. Can Sure, here itis. | don't check
| get a ticket for another If you have permissions on

service. Here is my TGT tg the target service. | leave
verify my identity that up to the service. | have
enough to do.

[ o mw mw -
- [ R

TICKET £ C D
KEEP 2 KDC
COUPON 2| . - :
= Key Distribution Center
(Windows Domain Controller)
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Authenticating to a Service (2)

® The Server half of the ticket is sent to the remote system
& If the server can decrypt it then it checks* the PAC
® PAC is signed with the service's key and krbtgt's key

| can decrypt this ticket and
the HMAC signature using my
hash as the key is good. | see

Here is some stuff |
can't read, but the

KDC says this should
verify me.

your user info in this ticket, but
before | authorize you i
need to verify the details

TICKET §

Other Server
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Service Ticket
(not all of it obviously)

& Server portion

& User details
& Session Key (same as below) l

& Encrypted with the service account's NTLM Hash

TICKET

KEEP |& ER{(e]i[gdelgilelg

THIS

COUPON & & Validity time
& Session Key (same as above)

& Encrypted with the TGT Session Key
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Kerberos SPN

® Your system doesn't know (or need to know) the account
running the service

® The KDC does need this info so it can properly encrypt
the server portion of the Service Ticket

® Setspn.exe is used to map an AD account to a service

Before | can send
a ticket | need to
encrypt it using
the target

| need to talk to the
mail server on
cliff. medin.local

MAIL/cliff.medin.local mailsvc

HTTPEtharlotte.medin.local websvc

MSSQL/db01.medin.local sglengine
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Kerberos SPN

& Service Principal Name (SPN)
& Uniquely identifies the name of a service

Servicelype/HostName:Port/DistinguishedName
MSSQL/server.medin.local

HTTP/server.medin.local
TERMSRV/alpha.medin.local

® setspn.exe maps AD accounts to SPN

C:\> setspn -s http/serverl.medin.local websvc

® Setspn.exe can also be used to search
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Common Service Types

TERMSRYV - Remote Desktop
SmtpSVC & SMTP - Mail

WSMAN - WinRM

ExchangeAB, ExchangeRFR & ExchangeMDM - MS Exchange
POP/POP3 - POP3 mail service
IMAP/IMAP4 - IMAP servoce
MSSQLSvc - Microsoft SQL Server

GC - Global Catalog

DNS - DNS Server

HTTP - Web Server

LDAP - LDAP

Dfsr - File Server particpating in DFRS

© @ @ O SISO Ol EQEEOREONES
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Getting Crackable Tickets

® We want to target accounts with crackable passwords
& Computer accounts use uncrackable passwords

& Look at the OU location to narrow down the targets
C:\> setspn -T medin.local -Q */*

CN=sglengine

CN=Users,

DC=medin, DC=local

MSSQLSvc/sqgl0l .medin.local:1433

MSSQLSvc/sqgl0l.medin.local
CN=EXCHANGE01{CNZComputer},DCZmedin,DCZlocal

IMAP/EXCHANGEO1

IMAP/exchange0l.medin.local

IIIIIIIIIIIIIIIII

® In this case, tickets for the SQL Server are much more likely to
be crackable than tickets for the exchange server
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Better Way to Find Tickets

® Kerberoast includes to scripts to help find user
accounts tied to SPNs

& GetUserSPNs.psl

® Supports PowerShell v1+

® No special modules needed, such as the AD cmdlets

& GetUserSPNs.vbs

® You aren't going to crack the hash used with a
Computer account

& If you can, we should talk
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