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SANS Author & Principal Instructor
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IANS Faculty
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BAD GUYS 

HAVE GOALS

Access is only a tool to 

retrieve what they want
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BAD GUYS GOALS

Ransomware PII Money &
Financials

Intellectual
Property
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DOMAIN ADMIN IS A TOOL

NOT A DESTINATION



OUR GOAL IS TO

MODEL THE ADVERSARY

Everything needs to focus on business risk

Penetration testing involves modeling the techniques used by real-world computer attackers:

• To find vulnerabilities 

• To exploit those flaws under controlled circumstances

• In a professional, safe manner according to a carefully designed scope and Rules of 

Engagement 

• To determine business risk and potential impact, all with the goal of helping the 

organization improve security practices

~Ed Skoudis SANS SEC560 – Network Penetration Testing
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WHAT IF YOU CAN'T

GET DOMAIN ADMIN?

Domain admin is simply an access mechanism
We must focus on the data
Thieves don't need the vault key to rob a bank

Think smash and grab

What data is easily laying around?

redsiege.com 9



USE YOUR ACCESSS

Focus on sensitive data 

Who has access to that data?

Target those users

Pivot to the data

redsiege.com 10



PASSWORDS SUCK

Credential stuffing – automated injection of breached username & 
password pairs in order to fraudulently gain access to user accounts

Monitor for leaks of your users' passwords

Dehashed.com $129/year

Bad guys don't need all 

the accounts, just one
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PASSWORD SPRAY

Single password used across many accounts

Lockout will not help you!

Use Invoke-DomainPasswordSpray by Beau Bullock from BHIS

https://github.com/dafthack/DomainPasswordSpray/blob/master/DomainPasswordSpray.ps1

Defense: Detection is key since prevention is difficult

Event ID 4625 "logon failure"

Alert when X number of events happen in Y minutes
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CASE STUDY 1

Spray

Login via VPN

Access SharePoint (contains sensitive data)

No escalation necessary

Able to access PII on SharePoint Server
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KERBEROASTING

In a Windows Domain it is likely that some of your service accounts
can be offline cracked

Ref
• https://adsecurity.org/?p=2293
• https://www.youtube.com/watch?v=PUyhlN-E5MU

More aggressive cracking with these accounts due to sensitivity and 
ease by which an attacker can get password hash material
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INVOKE-KERBEROAST

Use the Invoke-Kerberoast PowerShell Script

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-Kerberoast.ps1

Crack with hashcat -m 13100 kerb.txt and the following:

-a 0 crackstation.txt

-a 6 --increment crackstation.txt ?a?a?a

-a 6 --increment ?a?a?a crackstation.txt

…
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CASE STUDY 2

Gain access to laptop via guessed password

Kerberoast

Crack SQL Password

Access DB
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Not our real client data, DUH!



BAD GUY WANTS

They want information from you 
that will make them money

What information is important to you?

Look for that data on the network and remove it
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GOOD GUY WANTS

People want to get their job done as quickly and 
efficiently as possible
Security is often an "inefficiency"
Users may share data in insecure methods to save time
Look for shares on user's computers

Look at big file shares as they often excessively expose data

Often sharing the exact same data that a bad guy wants!
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POWERVIEW

PowerView "is a PowerShell tool to gain network situational 
awareness on Windows domains." 
https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.ps1

Note: This is the dev branch and it contains important updates

• Find shares with Find-InterestingDomainShareFile
• Test access as a regular user and add –CheckAccess
• By default it will look…
• Across all systems
• all shares
• For files named *password*, *sensitive*, *admin*, *login*, 

*secret*, unattend*.xml, *.vmdk, *creds*, *credential*, 
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CASE STUDY 3

Mike's Apex Defender
https://www.redsiege.com/blog/2018/07/getting-to-the-actual-goal/
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Not our real client data, DUH!



LINUX PILLAGING

Linux doesn't have PowerView, but it does have find

• World-readable files
• find / -type f -perm -o=r \( -name "*.conf" -o -name id_rsa \)  

2>/dev/null

• setuid executables
• find / -perm -u=s -type f 2>/dev/null

• setgid executables
• find / -perm -g=s -type f 2>/dev/null
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find /students -maxdepth 1 -type d -perm -o=r



CASE STUDY 4

World-readable config leads to complete data access
• ~1.1M tables
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Tim Medin
@TimMedin

Mike Saunders
@hardwaterhacker

ANY QUESTIONS?
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slides: redsiege.com/access_still_granted


